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HEBUSTS HAD TO BE TIMED TO THE SECOND. Agents from the Secret
Service, opemting in tandem with law enforczment officials in Canada, Brazil, Poland,
Sweden and ;everal other countries, had béen investigating the ShadowCrew crime
syndicate for nonths. The agents couldn’t rsk giving the cybermobsters time to alert
their comrades or delete incriminatingdat:.

The group’s Web site, shadowcrew.com, functioned as a sort of identity-theft
eBay, a one-stcp shop where criminais cculd buy znd sell credit cards, Social Secu-
ricy numbers ard mothers’ maiden rames like used ~ar parts. Over two years, some
4000 ShadowCiew members had amassed two teralyvtes’ worth of other people’s
lives—18 million e-mail accounts and reated personal ¢tata—mainly by tricking the
victims themselves into giving up their information.

From a central conmand in Wezshington, D.C., Secret Se-vice agents relayed the
go-ahead to local law 2nforcemen! officers in the cooperating Guntries. “We couldn’t
yell ‘Police!’ or theyd be running for their keyboards,” says ratective-Constable
Mark Fenton of the Yancouver, British Columbia, police departmnt, The carefully
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