TARGETING
INSTITUTIONS...

Enchyaar, 7 milllon to 10 million Amer
oans fall pray to Idontity theft=and tho
majority of thom have nover mot the
oulprit, From massive data ~brokerago
firma 10 tiny local banks, your identity is
Irrotriovably "out thore.”

WHO ELSE HASIT

Why the recent riso in major holsts?

Blamo it on "thied party” playors, who

NOW Nave Moo a0coss 10 your

financlal information and rolated
data than aver beforo, Hore's

whaore 1D thioves go 1o got the
goods on you

HOWIT'S STOLEN

Socurity is lnx and idontity crooks are
QUNNING. S0Mo reoont casos

HACKING
DEW: In April, the shoe chain revenlod
that hackors had stolon dara from 1.4
milhon orodit= and dobit- oard transao -
tions at 100 storos in 29 staton, The
broach also includod account numbors
from 96,000 chook transactions,

eposet: 1.9 Million

CardSystoma: This processing agency
improperly retained info on grodit-card
oustomers for rosoarch, Whon hackors

It its systom in May, it wans tho biggost

data broach in .5, history,

» Your bank, school,

J omployor and dootor
; > Loonl DMV offices CONS AND SCAMS
» Fodoral agonclos Bank of Amorion/Waohovia
(FoiIC, DOJ, INS) Working with uppor « lovol omployoos in

> Phono companios
> Morchants

Apeil to idantity vital customer info, &
middioman allogodly hawkod crodit
card and account numbors 10 outsiders

» Card notworks
» Crodit-roforonce
agonolos

> Datn-hrokorage
flrms

eweset: 676,000

CholoePoint; Last yoar It sont thou

sands of reporty stocked with namos,
SSNs and financial info to con artists
posing as legt dobt - colloetion, Inaur -

ance and chock ~cashing businesses
plastio, What 10 thieves wani!

» Crodit=onrd numbers : . Cxposed: 145 y 000

» CW2 socurity numbers 4

(on back of crodiv card) |
» Crodit roports ) AN D

YOUR DATA

Your coal fingorponts aron't orchad
onyour fingertips, they'ro storod on
computers and printed on popor and

* Paymont -
procossing
agonclos

‘Shouldor surfing': Lurking a1 ATM
machines or phone hooths 1o pick off
PINg, crodit = card numbers or passwords

» Soolal Soourity numbor
» Drlvor's lloonse number

> L]

’:::D:::’. oalling cards Stoaling wallots (s 30 1096,

> Mortgnge dotalls Today, ldantity "“wo‘b rely on 8 vnlrloty 'Skimming': Stoaling crodit- or debit -
of tactics (bo'h high= and low ""'h) oard numbaors by attaching o data

e 10 pick your pockot, A look at the most storage dovioo to an ATM machine of the

* Passwords/PINs popular=and effective: card rondor at a rotall chockout torminal

> Home addross

‘Dumpstor diving’; Nitling through
S8 trash bings=homa, oflice, public =for loan
applioations, erodit - card documonts

and any printod Soclal Security numbars,

* Phone numbors "Phishing/protoxting': Posing by o= mall
of phono as o loglt company and elaiming

8 thoro's o problom with your account
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